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Making an app free
can bring it great
distribution

Customers love to
install

1) Free games
2) Free utilities

3) Free movies

And they don’t always
pay attention...




Free apps may come
with strings attached

Some strings are appreciated

* Value-based offers, like AV
products ©

Some are under-appreciated :

* Aggressive toolbars

 Unwelcome changes to
search and home pages

* Popups

* Injected/replaced ads
Some are malware

* Malicious software

e Unwanted software
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Classitying PUA is
tough

High volume

 Most complaints

High risk

* FPs lead to lawsuits

* FNs lead to churn

High cost

 Breaks automation;
requires manual
verification

* Vendordisputesare
time consuming

e Model doesn’t
match traditional
malware patterns




An example of the software monetization ecosystem

™ W

e Carrier apps °* Search Offers ¢ AV Vendors
* Installers * Advertisers ¢ Platforms



The Carrier App

* The app everybody
wants, but nobody
wants to pay for

* This example:
KMPlayer from KMP

M Ed Ia KMP is a versatile multi media player which can cover a various different types of contained formats.

Without any separate Codec, you are able to play any media files because KMP has its' own internal Codec.
Supported Codec are separated by internal & external. For the sound Codec, KMPlayer supports MPEG1, 2,
L. . AAC, WMA 7, 8, OGG & etc. and it additionally supports matrix function/normalizer function when internal
¢ F rom OffICIa I site sound Codec is being used. Internal Codec gets processed inside of KMPlayer so it's faster & safer. Also
KMPlayer supports all the Codec from ffdshow and it additionally supports MPEG1/2. If you're a user who
finds it inconvenient to install Codec, who has a low CPU computer and/or a user who strives for an excellent
multi-media playback player, you'll be able to modify your environment to a convenient multi-media format by
using KMP.



& https://www.google.com/?ion=18&espv=2#q=kmp-+player ~ @ Q

KMPlayer | Multimedia Player
www.kmplayer.com/ v
KMPlayer is a freeware and supporting 36 different languages with 300 million users

[he Installer
PC - Mobile - Connect - KMPlayer | Forum

KMPlayer - Download
kmplayer.en.softonic.com/ v
% % %/ Rating: 3.5 - 16,459 votes - Free - Windows - Multimedia

® Pays t h e Ca r r i e r fo r th e KMPlayer, free and safe download. KMPlayer 4.0.7.1: Excellent free multi-format media

player. KMPlayer is a lightweight audio and video player for Windows ...

M M M Free Download - KMPlayer's multimedia gallery - KMPlayer-3D-Guide - View all
right to install in

Download KMPlayer free - latest version

EXC h a n ge fO r a d d i n g kmplayer.en.softonic.com/download v

Download KMPIlayer now from Softonic: 100% safe and virus free. More than 139325

m O re Offe rs downloads this month. Download KMPlayer 4.0.7.1 for free.

KMPlayer - Free download and software reviews - CNET Dow...
download.cnet.com/KMPlayer/3000-13632_4-10659939... v Download.com ~
% % % ¢ Rating: 4 - 990 reviews - Free - Windows

Apr 19, 2016 - KMPlayer has evolved from a video player to a leading source for content
discovery. The app's record-breaking viewership and the use of its ...

* May pay for marketing
. Download KMPlayer 4.0.7.1 - FileHippo.com
(0 r re Iy O n a d Ve rt | Se rS) filehippo.com » Windows Apps » Audio and Video » Players v

% % % %/ Rating: 4 - 6,319 votes - Free - Windows - Multimedia
The KMPlayer is a versatile media player which can cover various types of container
format such as VCD, DVD, AVI, MKV, Ogg Theora, OGM, 3GP, MPEG-1/2/4, ...

"\ FILEHIPPO WINDOWS | MAC | WEBAPPS | NEWS

Software That Matters

Home > Windows Apps » Audio and Video > Players > KMPlayer 4.0.7.1 <l:'.”i G+ Share 43

KMPIayer w FileHippo Safety Guarantee
F J I e A @) Download Latest Version (35.50MB)
¥ userRating A Secured by [ Avira




The Offers

e Can monetize, but need
distribution

e Usually there’s one search offer
and one or more software offers

e Pay the installer, usually after an

auction

*. KMPlayer 4.0.7.1 Setup - X

KHPLAYER

Choose Components
Choose which features of KMPlayer you want to install,

Chedk the components you want to install and uncheck the components you don't want to inst

Click Mext to continue.
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An app default was reset
An app caused a problem with the
p3 files, so it

default app setting for .m
was reset to Groove Music.




It’s not easy getting
detection right...

Probably clean:
* Carrier app
e Offering app

Probably unwanted behavior:
* The Installer’s offer approach

What do you detect?

Getting this right is...
e Tough and time-consuming
e Hard to genericize

* Hard to keep your researchers
interested




CSA tries to help

2014: Microsoft, AVs, Google, and
installers founded the Clean
Software Alliance

Basic idea: self-regulate

* Createa safe haven for “clean”
software vendors to operate

* Agree on a set of clean behavior
guidelines

* Monetization players agree to
follow guidelines

* AVs agree to not detect “clean”
software vendors

But it’s struggled to form
* Almostagreed on guidelines

e Butit hasn’tfigured out how to
enforce

* Nothingoperationalized yet:no
membership, no governance

_ Guidelines Updates Early Supporters FAQ

C f | www.cs-alliance.org

CSA

CLEAN SOFTWARE ALLIANCE

Sutainable,
Consumer-
Friendly Practices

The Clean Software Alliance (CSA) champions sustainable, consumer:
practices within the software distribution ecosystem by establishing and enforci

best practices by and among its members and the md‘ry at large.

alware vendors, software distribution & monetization firms, and
tforms, the CSA works across its constituents to codify and
operationalize Industry best practices through guidelines, policies, and technolog
tools that balance the software industry’s needs while preserving ner choic

JOIN OUR MAILING LIST SUBMIT AN INQUIRY




The state of the industry

The market has matured and
companies are incented to clean up

We have better communications
between vendors, AVs, and
platforms

* “Compliance officer” ecosystemis
developingto supportthe industry

* Example: Entero has done this well

The worst players have left, but...

 Many detections (vendors feel
targeted)

* VVendorsstill investin AV evasion
* Platformsstill tighten guidelines
* The downwardspiral continues

Industry is ripe for self-regulation




Making it real: a trusted seal

AppEsteem is a security startup that
certifies and monitors clean apps so they
can be trusted.

The dream: support the good guys so AVs/
Platforms can deal harshly with the bad

guys

Certify and “seal” apps that meet
guidelines
* Clean Software Alliance Guidelines
* Microsoft Objective Criteria
* Google Quality Guidelines
* Others as applicable

AppEsteem™

% Q
ONToR"

Monitor and eliminate apps that go dirty
» Suspend/remove as necessary

Provide attribution, behavior, and
distribution data to AVs and platforms




What apps need to do

Build your app

v Register your company and your product at
AppEsteem

v Link your app with SRCL (pronounced “circle”),
AppEsteem’s self-regulating client library

v’ Use our portal to see free telemetry and
analysis

Seal your app

v’ Get your company validated that you’re using
best practices to stay clean

v Submit your app for certification, and provide
your distribution rules

v Your sealed app can be distributed by you and
only the installers that you authorize

v’ Registered security companies and platforms
can monitor any sealed app’s behavior



SRCL: built-in self-regulation

Pre-seal: report mode (data only to
vendors)

* App behavior TANSQENCY

* Detections/blocksobserved QEGULATIONS

* Distributionsobserved CONFOQP{\ITY

* Vendor can grant access to pOLICIES

compliance officer
RELIABILITY

GUIDELINES
LAWS

to AVs and platforms)
* Validates seal STANDAPDS
* Enforces distribution rights (sites, PQACTICES
rULES

Post-seal: enforce mode (data also

parents, children)
* Obeys killbit/uninstall commands
from AppEsteem

» Share of aggregated data, probably
no specific numbers




Inside the seal

1. ldentification

* Unique IDs and names
* Dates

2. Distribution rights

* Permitted and prohibited
sites/parents/children

3. Certifications

* Which guidelines the app
meets (CSA, Microsoft,
Google)

4. Vendor attestations

e Statements by vendor on
the app’s value and how
it monetizes

5. Signature

* File/Seal fast/full hashes,
AppEsteem cert

Identification

Seal ID

Grant/Expire Dates
App Name, ID, Version
Vendor Name, Id
Signing Certificate

Thumbprint
Distribution W3C’s ORDL-JSON
Rights format

Certifications

Guidelines/version
numbers (URL)

Attestations

Value statement
Monetization
statement

Signature

Digital signaturesin
XML-DigSig/XAdES
format with
timestamping for fast
‘and full validation




Partner AV/Platform benefits

If you partner with AppEsteem:
» Statethe certificationsyou trust
* Validate sealsand enforce distribution
* Let AppEsteem handleissueresolution
* Get creditwhen you uncover issues

We will provide online app intelligence
* Vendor relationships

App history, related seals

Observed behavior graphs

Distribution sumaries

AV detection history

You can make online status checks

You can use our cache downloads
* Trusted Vendorand App Ids

e Seal revocations
 App andvendorsuspensions

e

1236 345,0 Copper
189 354,0 Steel
2569 345,0 Gold

10025420 Silver

SOUth -
North .

East i



Our plans to get this
operational

April - June: get industry interested

e AV disclosure: China, CARO
Platform disclosure: Google, Microsoft
Software Vendors: select calls and visits
Complianceteams: Entero, others
Land MOU with CSA
* Hire team, first cut at technology

July - September: run beta
* Goal: 2-3 installers, 2 download sites
* Land AV and platform commitments

October - December: rollout full
capabilities
 Windows appsand Chrome extensions

2017: expand to Android, advertising,
beer




Please help make this successful ©

We need your support to get it right
* Join a bi-weekly call to land the design

e Tell us the data that would help you
(vendor information, behavior)

* Help devise a workable issue
resolution system

* Help us get the right data back to you

And if it makes sense (it should!)...
* Participate in our beta
e Seal your own offers
e Commit to trust AppEsteem seals




™ http://appesteem.com
info@appesteem.com

@appesteem

Certifying apps for a better world N’




