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Good News ©

AVS have these traditional UwS and
PUA apps (pretty much) under control
in Windows and MacOS:

* Scary system utilities

* Tricky bundler offers

- Unwanted system changes
* Fake and misleading apps

New security-reducing apps that don’t
obtain informed user consent skirt AV

policies, leaving consumers at risk:

Installing self-signed trusted root certs
Resource borrowing
Disabling/changing security settings
Secretly monitoring targeted users




Informed user consent

Says what will happen

Explains the risks and how
they’re mitigated

Requires agreement




But why do security-
reducing apps need
informed consent?




Installing self-sighed
trusted root certificates

S




Example apps installing self-signed trusted root certificates
without informed consent

BMicrosoft Windows [Version 10.0.19843.1566]
f(c) Microsoft Corporation. All rights reserved.

IC:\Users\User>cd Desktop
! g G Root X1
lC: \Users\User\Desktop>sigcheck6d.exe -tv A

[sigcheck v2.82 - File version and signature viewer
iCopyright (C) 2004-2021 Mark Russinovich
fsysinternals - www.sysinternals. com

Listing valid certificates not rooted to the Microsoft Certificate Trust List

Machine\ROOT:

ThisIsSparta.we
Cert Status: valid
Valid Usage:  All
Cert Issuer:  ThisIsSparta.we
Serial Number: @oC D7 E9 3A B3 18 7C
Thumbprint 7B4CO65DFFBOAICIDDB61958E70400ESI1159874
Algorithm: sha384RSA
Valid from 10:35 PM 3/3/2020

VPN Proxy Master

(c) Microsoft Co

10:35 PM

3/3/2023

C:\Users\User>cd Desktop

C:\Users\User\Desktop>sigcheck64.exe -tv

- Stereoscopic Player ... .0 .

Copyright (C) 2004-2021 Mark Russinovich
Sysinternals - www.sysinternals.com

Listing valid certificates not rooted to the Microsoft Certificate Trust List:

Machine\ROOT: A View Help
AdLock CUSTOM CA 2 X
Cert Status: Valid - omputer
Valid Usage: All é Ty -
Cert Issuer: AdLock CUSTOM CA 2 st Ece S

Serial Number: ©© A6 9A FA 4A 4C 13 Intermediate Certification Authorites
Thumbprint: 63027B73D5708203358D =

Algorithm: sha256RSA Thied-Paty Root Certiication Authoriies |3 Primary Certi

i d le VIOD: A Certification Au.
valid from: 9:32 PM 8/23/2002 i B, g
Valid to: 9:32 PM 8/8/2062
Listing valid certificates not rooted to the Microsoft Certificate Trust List:
C:\Users\User\Desktop> o R iy PRI 1 1 e\ OO :

3dtv.at Root
Cert Status: valid
: valid Usage:  All

+) GlobalSign Cert Issuer: 3dtv.at Root
Global 7 Serial Numbe 8E 97 80 EB F9 (@ C7 84 48 C6 97 CE C1 87 C1 @2
b Thumbprint: D4736FOA6998E7552AE4898206087EGD741EF69E
2 A = % i Algorithm: sha1lRSA
Go Daddy Class 2 Cetification .. Go Daddy Class 2 valid from: 1:00 PM 12/16/2015

o S . valid to: 4:59 PM 12/31/2039

3 GlobalSign R

je(tm) Ro... Auth C: \Users\User\Desktop>

ssoft ECC Produc
A ECC TS Root Certifica...

< > | GilMicrosoft Root Authority A y 2 S M Root Authority

Trusted Root Certi tion Authorities store contains 41 certificates.




Resource Borrowing

Why apps do it: to monetize local
network/compute

* Use local network for aggregators, VPN
* Use local compute for mining

What this means

 Consumers don’t know what’s
happening on their machines

 They can’t self-monitor the sharing

Risks to customer

* Hosting unwanted, illegal, or fraudulent
activities

* Losing privacy

e Agreeing to an unfair trade




Example apps borrowing resources without
informed consent R —— .

(&) O 15 https://www.urban-vpn.com/about-us/terms-of-service B %
UI'EEIT\/PN < | < Q-) 88 Iil g - Features VPN tions Products

Except as expressly granted herein, we retain all right, title and interest in and to our Services, as well as
any content provided or made available in connection with the Services (excluding Third Party Services).
We reserve the right to disable access to the Services by anyone who uses them to infringe intellectual
property rights.

® U r b a n V P N 6. Free and Paid Services

Certain Services are provided to you free-of-charge ("Free Services”) where other Services require a
payment (“Paid Services”).

The Paid Services include the following features which are not available under the Free Services

("Features"): (1) Unlimited use of Urban VPN/Proxy locations; (2) Opting out from p2p network; and (3)
. a r = No user data to be collected except the information needed to provide the Services’ functionality.
(& O 8 <

7. Payment, Registration

)*{§EE'EMR.N In order to use the Paid Services (including the Free Trail) you will be required to register through the
L] website and to open an account (“Account”), by providing certain details including your payment details.
. 8 K V I e O You hereby confirm that your details provided therein are true and accurate. Any identifiable information
retrieved by us through and following the registration process will be kept by us in accordance with our
Drivian ""‘emun R LRIy | TP R vy e —— - B
- Improved Sound Quality
Faster Download Speeds x10!
ownloader S Sl

Your download speed is capped at 2MB/s.

Static Residential Rotating Residential

4 Paste Playlist URL




Why apps do it: sell the illusion of
control

* Increase speed, memory

* Reduce storage

What this means

 Consumer asked to trade protection
for an unquantified benefit

e Consumer must now manage an
ever-changing system risk

Risks to customer
* Lose in-depth protection
* Leave system vulnerable for attack




Example apps disabling/changing security settings
without informed consent

-VIT Registry Fix Things these kinds of apps do
-JIT Cleaner -Disable AV
- Disable security notifications

e Punch unnecessary holes in
firewall

-Remove web protection



Secretly Monitoring Targeted Users

Why apps do it: monetize suspicions

e I sl \What this means
S

Risks to customer




Example apps secretly monitoring targeted users
without their consent

= Keyturion Free keylogger
Settings

General | Lo Filters  Alerts Send email Webserver Updates License

seconds Number of characters displayed in the dipboard | 1000

o
- Keyturion Free
K e | O e r F i - e FREE VER LIMIT
/ Hide/Show program interface using keyboard shortcut: [ctrl + shift +k + [None

. WO Ifeye I te I I l Ote ——‘ Default language gl v
Shale | Emall : Hide*‘l“\!in ; € onitoring INTo aton on ap ation startu balloo FREE VER LIMIT

Screen U URL Startup
X FREE VER LIMIT

SCI ee‘ l N - £move program irom the-Siart Meru and uninste is FREE VER LIMIT
e . Don't show program icon on taskba FREE VER LIMIT

FREE VER LIMIT

Configuser: | Mustermann_x64 Accept Cancel

C:\Program Files (x86)\KeyturionFree\System & —> | 2022-07-26 v



ecurity-reducing apps
can leave both the
system and its users

Inerable. These apps
- must first obtain

7

o informed user consent.

iy
2n, —

.0 4

- Not blocking violating
“ apps leaves AV
- customers underserved.



I it’s so obvious that security-reducing apps that don’t obtain
informed user consent are UwS or PUA...

AVs AVs AVs
Deceptor detecting detecting detecting AVs
App listing before we after1l after 2  detecting

App Name Version date listed week weeks now
VPN Proxy Master 3.11.0.0 3/11/22 0 21 26 27
AdLock 2.1.2.3 9/8/22 1 12 16 16
Steroscopic Player 2.5.1 6/6/22 0 10 15 16
UrbanVPN 2.2.4 3/13/22 0 13 16 18
StarVPN 1.1.18 3/29/22 1 9 26 31
8K Video Downloader 14.0 5/4/22 3 17 18 21
KeyTurion Free Keylogger 6.9 7/27/22 11 23 32 37
Wolfeye Remote Screen 3.0 7/21/22 0 27 50 49
VIT Registry Fix 14.7.0 2/28/22 1 6 21 36
Jcleaner 7.4.0.0 2/24/22 0 7 17 34

. Why d O’ SO few A\/S CatCh th em ? (data from VirusTotal: detects of installers by 66 AVs)



\nvestigatingwhy AVs miss these apps

)

AV Policy survey

Retrospective
Detection Analysis
of example apps

Categorization
Analysis of
example apps



1) Surveying
AV policies
and web
statements
highlights a
potential

policy gap

AV

What they say...

Avast Blog: “[PUPs] can compromise the security of your
computer”

BitDefender Support: “[PUPs] alter system settings — which can
mushroom into actual security and privacy issues.”

K7 Blog on self-signed trusted root certs by VPNs

MalwareBytes

Definition of PUP: “unwarranted, unnecessary, excessive,
illegitimate, or deceptive modifications of system settings,
security settings or configuration”

Panda

Definition of PUP: “disabling security measures on
computers”




2) Retrospectively

measuring time
to detect after we

listec

a pol

also hints at

ICYy gap

A\

1 week

2 weeks

Now

Stopped
Avast/ 4 5 1
5 4 1
BitDefender P 2 p 4
3 P 1 4
1 3 3 3
K7 7 3
4 1 5
MalwareBytes 1 2 7
7 3
6 1 3
3 5 2
Panda 8 1 1
9 1
1 1 5 3
3 3 3 1
Statement New-ish Reputation
Policy policy? Detections




3) Analyzing
AV detections
by category of
app highlights
which policies
each AV is
MISSINgG

Self-signed Resource Disable or Monitor
AV trusted root ) change targeted
cert borrowing security users
Avast/ Slow+ Slow+ Slow-
Slow+
BitDefender Never+ Never+ Slow-
Never Never+
Never+ Slow- Slow-
K7
Never Never
\WEIWEIAES Never Never Never+ Never+
Never- Stopped+
Panda Slow+
Never+ Slow-
Slow- Slow

Statement
Policy




Conclusion

Many AVs lack sufficient

to require informed consent for
security-reducing apps




Our policy (ACR-007):

...Provides explicit notification to all affected
parties and obtains informed user consent when
reducing the default capability of, or moving away
from certified versions of, security or safety.




Our call to action o

consent, or provide
explicit notification

To these AVs... Summary Our humble
recommendation

to all affected

Avira, K7, McAfee, |Well-aligned, even if | Keep up the great

Norton, Panda, policies are not work! parties, when
Sophos public reducing the default
Avast, Slow to enforce Enforce your capability of, or
MalwareBytes (detect) existing existing security- moving away from

policies/statements |reducing certified versions of,
policies/statements security or safety.”




VPN Proxy Master ;

Steroscopic Player

UrbanVPN )

StarVPN__ [1.1.18 ligidasga3sadfcfaffae;
8K Video Downloader  [14.0 _ [rfsag0b6ea6sfoacfescof
KeyTurion Free Keylogger|6.9 |da11a03ecdacf3a
Wolfeye Remote Screen [3.0 _|f26c1abfc6a0abi
VITRegistry Fix  [14.7.0 [sec159b39583
re1s1:

.




The AV policies/ statements we were able to finc

AV Type Location

Avast/ Yes: Blog/ https://www.avast.com/c-what-is-pup
https://www.avg.com/en/signal/what-is-a-pup

https://www.avira.com/en/potentially-unwanted-applications

BitDefender Yes: Support https://www.bitdefender.com/consumer/support/answer/26046/

https://support.eset.com/en/kb2629-what-is-a-potentially-unwanted-application-or-potentially-unwanted-content

K7 https://labs.k7computing.com/index.php/beware-of-root-certs-in-vpn/

https://www.kaspersky.com/resource-center/definitions/what-is-pup-pua

MalwareBytes | Yes: Definition | https://www.malwarebytes.com/pup

McAfee Yes: Policy https://www.mcafee.com/enterprise/en-us/assets/legal/pup-policy.pdf

https://learn.microsoft.com/en-us/microsoft-365/security/intelligence/criteria?view=0365-worldwide

https://us.norton.com/blog/malware/what-are-puas-potentially-unwanted-applications

Panda Yes: Definition https://www.pandasecurity.com/en/security-info/pup/

SOphOS Yes: Policy https://www.sophos.com/en-us/medialibrary/PDFs/install%20guides/unwanted-software-criteria.pdf

https://www.trendmicro.com/vinfo/us/security/definition/potentially-unwanted-app

https://answers.webroot.com/Webroot/ukp.aspx?pid=17&app=vw&vw=1&solutionid=1705&t=What-is-a-PUA




Presentation Abstract
Security-reducing apps: a call to action

As Avs get better operationalized in their fight against unwanted software (UwS), their combined pressure is driving the
software monetization industry toward finding the gaps in AV policies so they can continue to exploit consumers for easy
money.

The big gap in AV policies these days, unfortunately, is around apps that make their computers more vulnerable to
attacks. The result? A proliferation of apps that needlessly reduce their customers’ security postures and set them up for
future attacks, without first obtaining informed user consent. Examples of these apps include VPNs that install self-
signed trusted root certificates and free apps that monetize by installing proxies that share their internet connection and
processor.

Lately these security-reducing apps that don’t obtain informed consent are grabbing public attention: articles about
them are popping up in both security blogs and computer industry news. Some platforms and AVs are beginning to

respond — they detect after others have called them out. But the platforms and AVs have been slow to update their
policies, and slow to detect these apps as UwS, which leaves a gap that software monetizers continue to exploit.

Our session will show examples of how these apps reduce their customers’ security postures. We will highlight the
platform and AV public policy gaps that have led to the spread of them. We’ll make suggestions as to how Avs can
enhance their policies to better protect their customers from these apps.
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Questions?




